
77 

Environmental Protection Agency § 3.2000 

under paragraph (c)(1) of this section or 
rescinding such determination and will 
promptly publish a notice of the order 
in the FEDERAL REGISTER. If the order 
is to approve the program revision or 
modification, EPA’s approval will be 
effective upon publication of the notice 
in the FEDERAL REGISTER. If no timely 
request for a hearing is received and 
the Administrator does not determine 
to hold a hearing on the Administra-
tor’s own motion, the Administrator’s 
determination made under paragraph 
(c)(1) of this section will be effective 30 
days after notice is published pursuant 
to paragraph (f)(1) of this section. 

§ 3.2000 What are the requirements au-
thorized state, tribe, and local pro-
grams’ reporting systems must 
meet? 

(a) Authorized programs that receive 
electronic documents in lieu of paper 
to satisfy requirements under such pro-
grams must: 

(1) Use an acceptable electronic docu-
ment receiving system as specified 
under paragraphs (b) and (c) of this sec-
tion; and 

(2) Require that any electronic docu-
ment must bear the valid electronic 
signature of a signatory if that signa-
tory would be required under the au-
thorized program to sign the paper doc-
ument for which the electronic docu-
ment substitutes, unless the program 
has been approved by EPA to accept a 
handwritten signature on a separate 
paper submission. The paper submis-
sion must contain references to the 
electronic document sufficient for legal 
certainty that the signature was exe-
cuted with the intention to certify to, 
attest to, or agree to the content of 
that electronic document. 

(b) An electronic document receiving 
system that receives electronic docu-
ments submitted in lieu of paper docu-
ments to satisfy requirements under an 
authorized program must be able to 
generate data with respect to any such 
electronic document, as needed and in 
a timely manner, including a copy of 
record for the electronic document, 
sufficient to prove, in private litiga-
tion, civil enforcement proceedings, 
and criminal proceedings, that: 

(1) The electronic document was not 
altered without detection during trans-
mission or at any time after receipt; 

(2) Any alterations to the electronic 
document during transmission or after 
receipt are fully documented; 

(3) The electronic document was sub-
mitted knowingly and not by accident; 

(4) Any individual identified in the 
electronic document submission as a 
submitter or signatory had the oppor-
tunity to review the copy of record in 
a human-readable format that clearly 
and accurately associates all the infor-
mation provided in the electronic docu-
ment with descriptions or labeling of 
the information and had the oppor-
tunity to repudiate the electronic doc-
ument based on this review; and 

(5) In the case of an electronic docu-
ment that must bear electronic signa-
tures of individuals as provided under 
paragraph (a)(2) of this section, that: 

(i) Each electronic signature was a 
valid electronic signature at the time 
of signing; 

(ii) The electronic document cannot 
be altered without detection at any 
time after being signed; 

(iii) Each signatory had the oppor-
tunity to review in a human-readable 
format the content of the electronic 
document that he or she was certifying 
to, attesting to or agreeing to by sign-
ing; 

(iv) Each signatory had the oppor-
tunity, at the time of signing, to re-
view the content or meaning of the re-
quired certification statement, includ-
ing any applicable provisions that false 
certification carries criminal penalties; 

(v) Each signatory has signed either 
an electronic signature agreement or a 
subscriber agreement with respect to 
the electronic signature device used to 
create his or her electronic signature 
on the electronic document; 

(vi) The electronic document receiv-
ing system has automatically re-
sponded to the receipt of the electronic 
document with an acknowledgment 
that identifies the electronic document 
received, including the signatory and 
the date and time of receipt, and is 
sent to at least one address that does 
not share the same access controls as 
the account used to make the elec-
tronic submission; and 
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(vii) For each electronic signature 
device used to create an electronic sig-
nature on the document, the identity 
of the individual uniquely entitled to 
use the device and his or her relation 
to any entity for which he or she will 
sign electronic documents has been de-
termined with legal certainty by the 
issuing state, tribe, or local govern-
ment. In the case of priority reports 
identified in the table in Appendix 1 of 
Part 3, this determination has been 
made before the electronic document is 
received, by means of: 

(A) Identifiers or attributes that are 
verified (and that may be re-verified at 
any time) by attestation of disin-
terested individuals to be uniquely true 
of (or attributable to) the individual in 
whose name the application is sub-
mitted, based on information or objects 
of independent origin, at least one item 
of which is not subject to change with-
out governmental action or authoriza-
tion; or 

(B) A method of determining identity 
no less stringent than would be per-
mitted under paragraph (b)(5)(vii)(A) of 
this section; or 

(C) Collection of either a subscriber 
agreement or a certification from a 
local registration authority that such 
an agreement has been received and se-
curely stored. 

(c) An authorized program that re-
ceives electronic documents in lieu of 
paper documents must ensure that: 

(1) A person is subject to any appro-
priate civil, criminal penalties or other 
remedies under state, tribe, or local 
law for failure to comply with a report-
ing requirement if the person fails to 
comply with the applicable provisions 
for electronic reporting. 

(2) Where an electronic document 
submitted to satisfy a state, tribe, or 
local reporting requirement bears an 
electronic signature, the electronic sig-
nature legally binds or obligates the 
signatory, or makes the signatory re-
sponsible, to the same extent as the 
signatory’s handwritten signature on a 
paper document submitted to satisfy 
the same reporting requirement. 

(3) Proof that a particular electronic 
signature device was used to create an 
electronic signature that is included in 
or logically associated with an elec-
tronic document submitted to satisfy a 
state, tribe, or local reporting require-
ment will suffice to establish that the 
individual uniquely entitled to use the 
device at the time of signature did so 
with the intent to sign the electronic 
document and give it effect. 

(4) Nothing in the authorized pro-
gram limits the use of electronic docu-
ments or information derived from 
electronic documents as evidence in 
enforcement proceedings. 

APPENDIX 1 TO PART 3—PRIORITY 
REPORTS 

Category Description 40 CFR Citation 

Required Reports 

State Implementation Plan ....... Emissions data reports for mobile sources .............................. 51.60(c). 
Excess Emissions and Moni-

toring Performance Report 
Compliance Notification Re-
port.

Excess emissions and monitoring performance report detail-
ing the magnitude of excess emissions, and provides the 
date, time, and system status at the time of the excess 
emission.

60.7(c), 60.7(d). 

New Source Performance 
Standards Reporting Re-
quirements.

Semi-annual reports (quarterly, if report is approved for elec-
tronic submission by the permitting authority) on sulfur di-
oxide, nitrous oxides and particulate matter emission (in-
cludes reporting requirements in Subparts A through 
DDDD).

60.49a(e) & (j) & (v), 
60.49b(v). 

Semi-annual Operations and 
Corrective Action Reports.

Semi-annual report provides information on a company’s ex-
ceedance of its sulfur dioxide emission rate, sulfur content 
of the fresh feed, and the average percent reduction and 
average concentration of sulfur dioxide. When emissions 
data is unavailable, a signed statement is required which 
documents the changes, if any, made to the emissions 
control system that would impact the company’s compli-
ance with emission limits.

60.107(c), 60.107(d). 
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